Itis safe to
be an employee
and customer
of S Group

SAFETY
GUIDE




Ourcommon goalis that S Group outlets are reliable and safe
for customers, personnel and partners. We actin accordance
with our ethical principles by paying particular attention to the
safety of our operations, products and services. This way, we
work together to ensure a safe working day for everyone. Each
of us can setan example.

However, different hazards and threats can be encountered at
workplaces. Itisimportant to know the risks, safety instruc-
tions and operating models related to your own work. This
guide summarises the mostimportantissues and instructions
related to occupational safety.

Read these guidelines + practice and prepare at your work-
place. Mostincidents can be prevented through anticipation.
Think about the relevant matters and also discuss them with
your colleagues, because safety is created together! And feel
free to ask for more information!

Safety issues at your workplace

On your first working day already, find out about the most
important things so that you know how to deal with a
potentialincident and call for help if needed.

On the last page of this booklet, you will find a checklist that
will allow you to familiarise yourself with safety issues.
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Safe working

Safe and healthy work creates the
prerequisites for proper well-being.
Accidents andinjuries impair our ability
to cope with everyday tasks

and our quality of life.

If in doubt
whether you are
able to perform a
task safely, contact
your manager

orinstructor.

When you start with a new work

task ormove to another depart-

ment, stop fora moment and make
B surethatyoucancarry outthe work safely.

Using machinery and equipment

Familiarise yourself with the work equipment carefully and
always make sure that you use the machine or device safely.

There is a wide variety of machines and devices in use - robots,
lifts, forklifts, battery-powered devices, charging points and solar
power plants. Follow the instructions for battery device safety.

If any device is broken or malfunctioning, stop usingitand
preventits use! Inform a manager or the maintenance service
about the issue. Mark the equipmentimmediately to clearly
indicate thatit must not be used. e.g.: “Out of order, service has
been requested”.

Always wear the necessary protective equipment and
follow the operating and safety instructions of the device!

Chemicals at the workplace

Many kinds of chemicals and fuels are on sale at the stores.
In addition, there are chemicals used in cleaning and washing
machines, for example.

Always familiarise yourself in advance with the safety
instructions for the chemicalin question (the Safety Data
Sheet), as well as the outlet’s list of chemicals.

Pay attention to chemical hazard labels and instructions:
® Always handle and store chemicals with care.

® Storechemicalsonlyinoriginal packaging.

® Wear protective equipment when handling a chemical!

A A%

Health hazard Serious health Corrosive

hazard

& O

Flammable Acute toxicity

& & ©

Harmful to the
environment

Gas under pressure

Oxidising Explosive
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Use of personal protective equipment

Personal protective
equipment:

The purposeis to pro-
tectagainst fragments,
noise, splashes and
impacts that can cause
injuries.

Tools:
The purposeis toimpro-
ve working comfortand
ergonomics and reduce
strain on the body.

Personal protective equipment for various work tasks:

a

O

O

High-visibility clothing when working outdoors

(at least a high-visibility vest).

Work gloves - good gloves improve work comfort,

reduce hand strain and improve ergonomics.

Cut-resistant gloves - always wear when there is arisk

of cuts, e.g. unloading, using knives and slicers, bottle return.
Protective gloves - e.g. handling chemicals,

long-cuffed oven mitts in the kitchen.

Appropriate work [J Hearing protection - wear when there is loud or
clothing sharp noise, e.g. bottle return.
Safety goggles [ Knee pads protectthe knees and cushionimpacts,
Work gloves e.g.during shelving.
Hearing protection [J Work shoes - good work shoes are sturdy and supportive.
Knee pads (Note: if you have to go out during your work, especially in winter,

Protective gloves or bearin mind the importance of good outdoor footwear).
cut-resistant gloves Work shoes [0 Actual safety shoes are used in forklift work,

Safety shoes

O

a

on construction sites and in maintenance tasks, for example.
Respiratory protection - if there is a hazard related to dust,
viruses or bacteria, for example.

Fall protection - when working at height.
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Working alone

Many tasks are carried out so that there is no co-worker quite close
or within sight. Always tell your co-worker whenever you leave for a
break or to do some work elsewhere, such as fetching goods from
the warehouse, taking out the garbage or visiting a room at the hotel.

To ensure your safety when working alone:

® Keep your phone and/or mobile emergency call button with
Always make sure before using protective equipment you - call security or other help proactively if you feelinsecure.
thatitisin good condition, intact and clean - replace if ® Keepexitroutesclear.
necessary. Use the protective equipment as instructed. ® Lockentrancedoorsand interiordoorsif necessary andin
Inform the manager if new ones need to be ordered. accordance with the outlet’s instructions

(e.g. ahotel's entrance doors at night).
® Be particularly vigilant and attentive.
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Challenging customer situations

Most difficult or challenging customer service situations
can be handled by talking and by means of good customer

service. Oftenitis about bad customer behaviour. However, itis

important to remember that when the customer feels threat-
ened or feels that they have reached a dead end, the situation
candevelop into a threatening or even violent one.

Remember the following advice:

® Calm and appropriate conduct > Don’t get provoked.
Remember thatyou are in a customer service role and a
representative of your company.

® Listen > Letthe customerspeak freely. Focus on solving
the customer’s problem and, if necessary, take the matter
forward to the manager or shift manager.

® Yourown behaviour > Where appropriate, honestly admit
your mistakes and apologise.

® Provide the customer with an honourable way out.
Never humiliate the customer.

® Calling for help! If the customeris violent or threatens with
violence, contact a security guard or the police and calla
manager or co-worker.

Preventing threatening situations and crime

The best foresightinvolves general vigilance, attention,
anticipation and active consideration of customers.

Pay attention and smile - greet all customersin a friendly
and brisk manner = this gives a potential shoplifter an
image of staff vigilance and monitoring. Attempts may be
interrupted because the potential offender may not want to
be seen.

Pay attention to people’s abnormal behaviour and repeated,
seemingly unnecessary visits.

- Ifyou notice anything like this or other outside surveil-
lance, record your observations (personal description,
license plate number, etc.), inform your manager or security
staff and, if necessary, make an SFalcony report.

Handle money at the cash registers according to the
instructions, keep the cash drawers locked.

Ensure that no sharp objects are available to customers at
the workstation.

Do notdisclose to a third party any information about the
company’s security systems, personal data of colleagues or
customers, orinformation about cash transports.

Do not let outsiders in before or after opening hours.

Do notallow outsiders to enter the back rooms. Check the
work order or other permission of visitors and equipment
fitters. If necessary, check theiridentity.

Never give your own key or access control ID to co-workers,
visitors, suppliers, technicians, etc. Follow the outlet’s key
managementinstructions for keys handed over to visitors.
Always keep the back doors locked.

Atthe end of the day, make sure that the outletis empty of
customers, lock the doors and windows carefully, and set the
alarms according to the instructions.
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Threats and incidents

Threats and incidents

Situations often happen unex-
pectedly. Therefore, anticipation
and preparing for the situationin
advance helps to take actionina
threatening situation.

Observe, trust
yourself and your
feelings. If you think
something is wrong,
itis probably
the case.

If you suspect a threat, remember to immediately call for
help: a colleague, security guard, the authorities
- If you are even considering calling for help, do it!

ANTICIPATING A POTENTIAL THREATENING SITUATION:

If possible, have a co-worker with you in an anticipated

potentially threatening situation.

[J However, only one member of the staff provides guidance and
talks with the customer - this preventsincreased irritation
and escalation of the situationinto a threatening one.

[J Thereis neverawinnerin a battle of egos! Do not provoke.

[] If possible, position yourself so that there is an obstacle
between you and the person. Keep a sufficient distance.

[J Keepyourhands where they can be seen and avoid
sudden movements.

[J If the personis uncooperative, callimmediately yourself
orask a co-worker to call for additional help (the police, a
security guard) and leave the scene if necessary. However,
try to maintain visual contact with the person.

[J Do notattemptto catch the offender, such as a shoplifter,
yourself. Do not try to be a hero.

[J Yourown and your co-worker's safety must not be
compromised under any circumstances.

[ Alsobeready for a potential first aid situation.

WHAT TO DO IN A THREATENING SITUATION:

[J Guide the threatening person out by showing clear signs
and direction with your hands.

[J Position yourself so that you are not between the person

and the exit. Do not block the exit and the possibility of an

honourable retreat.

Do not turn your back on the threatening individual.

Do not physically grasp the threatening individual.

Keep your eyes on the threatening individual throughout

the situation - especially watch their hands.

[J Getready to protectyourself by putting your hands in

front of you. During a surprising attack, the human body

reacts naturally.

Secure your own escape route.

You have the right to defend yourself.

(Note: only for self-defence)

[0 Do notattempt to take away any weapon!

[J If necessary, flee to a safe place. A low threshold for giving
up / exiting from the situation is always a better solution
from the point of view of personal safety.

ood

oo

WHAT TO DO AFTER THE SITUATION:

[J Immediately call for help when you can do it without
endangering anyone.

Do not start chasing the threatening individual.

You can check the direction in which they went.
Immediately report serious situations to the manager.
Take care of your co-worker.

Report the situation in Falcony.

Participate in any after-care.
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Threat

2

Threat

THREAT = person at the outlet or over the phone
threatens your or someone else’s life or health.

Threateningis considered a crime and is a punishable offence.

Athreat must always be taken seriously. Making threats

canalsobeacrime.

The customer can also make a threat indirectly (“wait until

the next time | see you”, “I know where you live”, etc.).

® Immediately after the situation, inform your manager or the
shift manager.

® Call112 immediately. The authorities assess and provide

instructions for the follow-up actions required by the situation.

Ask questions and take notes:

[J If possible, ask the customer what they really mean and tell
them that making threatsis always a serious matter for us.

[J Make note of the event details immediately.

[J Ifthe threatis made on the phone, take notes during the call.
Whatis being threatened? Distinguishing features, e.g. voice,
calm or agitated, male, female, young or old, dialect, back-
ground sounds, telephone number.

Athreat or a situation involving violence always
causes a stress reaction:

2 Don’'tloseyour > Tryto * Breathe = Whenyou
temper.Beaware calmyour- whileyou breathe, your
of the impact of selfdown. speak. heartrate
stressreactions.  Breathe! stays low.

THREAT OF SERIOUS VIOLENCE OVER THE PHONE,
E.G. ABOMB THREAT:

Be calm! Be friendly! Do not interrupt the person who is calling!
Try to continue the call.

Immediately write down the exact wording of the threat!
Immediately after a serious threat, notify your manager or the
shift manager. If the manageris not present, report the matter
directly to the police at112.

Call112 immediately. The authorities assess and provide
instructions for the follow-up actions required by the situation.
Follow-up measures according to the
instructions given by the police

(e.g. possible evacuation/

closing of the outlet).

For example, you can ask or make a note of the following:
WHEN will the bomb explode?

WHAT substance is it made of?

WHERE is it?

WHY isitinthe house?

WHAT does it LOOK LIKE?

Finally, ask the caller: Sorry, what was your name again?
Record the exact time of the call and the telephone
number, if available.

ooooooo
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Shoplifting or theft

WHEN THERE IS A SUSPICION
OF SHOPLIFTING:

SHOPLIFTING OR THEFT = when someone unlawfully
takes movable property from someone
else.

If you suspect someone of
shoplifting or theft, follow their
actions to make sure. If thereis
asecurity guard at the outlet,
report your suspicion to them.
You can move toworkin the
same aisle so that they feel that
they are being monitored and
possibly give up the attempt
at theft.

Do notintervene untilyou are sure that the customer has
really hidden the items and is passing the checkout line
without paying. If possible, ask your co-worker to monitor/
secure the situation.

[J Note: Sometimes itis easiertointervene proactively
inthe store before the checkout line so that the sit-
uation does not get to the point where the customer
tries to take the product past the checkout.

If possible, call a security guard to take care of the appre-
hension. However, as an employee of the outlet, you have
the rightto apprehend a person based on the generalright of
apprehension.

[0 The apprehensionis done only by talking,
never physically.

[J The use of the right of apprehension involves
preventing the person from leaving the scene.
[0 Sometimes the customer tries to throw the stolen
item away at this point - so be careful and cautious.
® Nevergrabthe customer or their belongings. Ask them to
show you the contents of their pockets or bag, for example.
Actinadetermined and appropriate manneratall times.
® Donottalkabouta “thief” or “stealing”.
® Ifyoursuspicion turns outto be unfounded, politely
apologise for what happened.
® Record “Attempted shoplifting/theft” in Falcony.

WHEN SHOPLIFTING OCCURRED:

If your suspicion is confirmed, call a security guard or the

police. All cases of shoplifting and theft are reported to the
police - regardless of whether the suspect wants to pay or
return the goods at this point.

While you are waiting for the police, check the suspect's
identity information and fillin a “Shoplifting/theft” reportin
Falcony.

[J Based on the generalright of apprehension, you also have
the right to prevent the suspect from leaving. Note: Do not
use physical force and do not compromise your own safety.

[J If aperson behavesin athreatening orviolent manner, itis
better to let them go and write down their description and
exitdirection for the police. However, do not go after the
suspect outside the outlet under any circumstances.

[J If you notice in the store area already thata customer
puts a productin a suspicious place, you have the right to
instruct the customerto putitback on the shelf or pay the
item at checkout. After this, you have the right to tell the
customer to leave the store.
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Rohhery or snatching money
from the cash register

ROBBERY = when the situation involves the use of or
the threat of using violence against a person, or

threatening with a weapon or other
object.

MONEY SNATCHING = when
someone takes money by
distracting the staff, for
example. No violence or
weapon is used or threatened
with in this situation.

WHAT TO DO DURING A ROBBERY:

[ Donotloseyourtemper, try to stay calm.

[ Ifyou are threatened with a weapon, calmly do what you
are told to do. Do notresist. In arobbery situation, all
weapons are to be considered real.

[J Onlydowhatyou are told to do. Give the money.

Do not try to stop the offender!

[1 Observe the thief/robber. Try to memorise their descrip-
tion, clothing and manner of speech. If there are multiple
robbers, observe the one closest to you. Itis better to
have a good description of one individual than vague
descriptions of them all.

[ Observe the direction of escape, possible vehicle, its
registration number and the number of persons.

Never go after the robber outside the outlet.

WHAT TO DO AFTER THE ROBBERY:

[J Callforhelp as soon asyou can without endan-
gering anyone, but no later than after the money
snatcher/robber has left. Press the emergency
call button and call 112.

[ Close the outlet ordepartment. Do not announce
areason.

[J Immediately after the event, make a note of the
robber’s description. You can make use of the
description formin this guide. Do not discuss the
description with others, make the notes yourself.

1 Immediately and always inform the manager/
outlet management of what has happened.

[ Ask potential witnesses to stay as witnesses and
wait for the police to arrive. For those who are
leaving, try to get theirname, address and phone
number.

[1 Do nottouch anything after robbery/snatching.
Isolate the scene of the robbery/snatching.
Traces are not always visible to the naked eye,
so try to prevent them from being destroyed.

[J Only tellthe police and your manager about mat-
tersrelated to the robbery/snatching. Only the
police provide information to other parties and
the public oranswer questions from the media.

[J The managerisresponsible for the necessary
communication with occupational health care
and occupational safety authorities.

[J Carryoutorarrange with your manager the
reporting of the situation in Falcony = Robbery

[ Participate in after-care coordinated by the
manager.
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What to do in the case of
a product protection gate alarm

The starting pointis always that it is an unjustified
orincorrect alarm. The closest employee present will
take care of the situation.

® Askthe customer, for example: “Excuse me sir/madam, it
seems thatan alarm has been left on one of your products,
may | check?”

® Askthe customertogothrough the product protection gate
again and inquire if they may have recently bought something
from other stores on which an alarm device might have been
forgotten.

If the product protection gate gives another alarm, the customer

is politely asked to show their purchases and purchase receipt.

® |Itispolitetoaskthe customerto move away from the door to
the checkout or to the side to find out what happened. Keep in
mind that a product protection alarm does not entitle you to
inspectthe goods against the customer’s will.

® Ifanalarmhad been forgottenin the customer’s purchases,
apologise and remove the alarm.

® “I'mreally sorry about what happened, thisis entirely our fault
thatan active alarm was leftin your purchases.”

If the cause of the alarm is not found, proceed as follows:
® Informthe customerthatthere are many reasons for the alarm
caused by the gate, such as:

[J Are-activated alarm that has already been destroyed once
by us or thatis from another store.

[J The alarm has not been removed from the products of
another store. Inform the customer that they are likely to
trigger an alert at the product protection gate in every
store with a product protection system.

[0 Inform the customer thatthereis a device at the store

that can be used to target and eliminate the cause of
the alarm, after which it will no longer cause the customer
any problems and unpleasant situations in stores.

Itis also a good idea to give the customer the opportunity to choose:

“Isit OK to you/Would you like us to find the cause of the
product protection alarm here together, or would you prefer
that we move aside a little (e.g. a control space)?” We act
according to the customer’s wishes.

If necessary, ask the customer to open their bag
and show their pockets:

“Could you please open your bag and empty your pockets.”

Ask customers to lift and move their purchases themselves,
donottouch the customer’s purchases!

Always try to find the cause of the alarm.

If the cause of the alarmis found or the alarm remains a mystery,
humbly apologise to the customer.

False alarms are announced, if the customer so wishes, as follows,
forexample: “There was a false alarm at the product protection
gates of the music department. We apologise for the incident.”

If you go to the back room with the customer, remember to

bring a co-worker with you as a witness and for safety.

Taking customers to the back room should be avoided.

Go through different imaginary situations with a co-worker:

[ Where does a shoplifter or robber come from,

and what would they want to take? A

[J Whentouse the alarm and where to find it,

when to use the phone? D
What happens oris done after the situation?

Practice memorising the personal description.

What does it mean toisolate the traces/

area and howisitdone?
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Express or self-service checkout

Express and self-service checkouts are subject to various loss
risks, the most typical of which are unintentional missed scans
ordouble scans of products. In addition, crimes committed

in self-service (theft, shoplifting, fraud) are prevented by the
following means:

® Giving active guidance and attention to customers.

® Structuraland functional solutions in the self-service check-
out area, as well as customer communication (e.g. closing
individual self-service pointsin quiet moments, “recording
camera surveillance” labels, etc.).

® Technical monitoring and solutions (camera surveillance,
“traffic lights”, product protection gates, adjustment of check
limits for bottle return receipts, etc.).

Typical ways to commit fraud at express and self-service

checkouts:

® The barcode of another productis attached to the productand
scanned.

® Abarcodeis attached to the back of the hand/cell phone/
wallet/one of the products and all the purchases are scanned
with it.

® The person covers the price labelin front of the barcode
scanner with theirhand and pretends to scan the product.

® There are multiple units of the same product, but one or more
of them are not scanned.

The elements of a crime are constituted in the same way as with
traditional cases of shoplifting, that s, after the checkout line/
payment. In the case of a crime at the self-service checkout, the
instructions for shoplifting situations are followed.

There is separate video training material on Workday for the
monitoring of self-service checkouts.

Memorise the personal description

Age Hair (colour, length)

Body (slim, stocky, fat) Face (shape, colour, etc.)

Speech (language, dialect, voice)  Eyes (colour, glasses, eyebrows)
Tattoos, scars, moles, etc.

k ™

- 160

Teeth (broken,
protruding, etc.)
Beard or moustache

(neat, styling) [

A weapon or
other object
(right/left
hand)

Clothing: head-
gear, jacket/
shirt, trousers,
footwear

Bag
(colour,
size, etc.)

Movement:
direction, by car/on

foot/by bike, car make,

colour, registration
number
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Fraud

FRAUD = an act whereby a person intentionally misleads
anotherin order to gain an unlawful financial advantage
for themselves or to cause harm to another.

Examples of fraud include:

Not paying for a service used, e.g. at a hotel or restaurant.

Using a counterfeitinstrument of payment.

Providing false personal details or presenting a fake ID.

Forgery of othervouchers, e.g. a bottle deposit receipt, gift card,
discount/benefit voucher or product return receipt.

Money exchange scam.

Intentionalincorrect product weighing or price tag replacement.
Misconduct at the express/self-service checkout usually
constitutes fraud.

Fraud is most effectively prevented by following up-to-date
checkout and payment method guidelines. A wide variety of
payment methods are used at our outlets, so always be careful with
payment transactions. When verifying payment methaods, you also
always have the right to verify the customer’sidentity.

If the situation or the instrument of paymentisin any way
strange, unclear or unknown to you, do not accept the instrument
of payment. If necessary, ask for help or ask the customer to
contact the outlet’s manager or the information desk.

If the customeris rushing or getting nervous, do not get pro-
voked. Always remain careful.

If necessary, ask your manager or colleague for help and advice.
At hotels, follow the instructions for prepayments and interim
billing for long stays.

In cases of actual fraud, urgent cases, or when the perpetratoris
still present, call112.

Ifthe perpetrator of fraud has already left, report the offence to

the police. Record the detailed description of the person on the
report. Make a reportin Falcony, e.g. Fraud, Attempted fraud or
Leaving without paying for a meal.

Different types of scams and method of payment fraud are
increasing. This phenomenon includes various gift cards, which in
addition to scams can be used for various money laundering pur-
poses. If you suspect money laundering or detect other suspicious
activity, always reportit further (in Falcony, use the Suspicious
Payment Transaction form). More instructions are available in the
checkoutinstructions and online training.

Money laundering

Money laundering is anintegral part of economic crime, the grey

economy and often part of organised and international crime.

There is reason to suspect money laundering when....

[J The customer makes several deposits within a short period of
time. The deposits can be large or small.

[J The age of the depositoris unusualin proportion to the amount
of money.

[J The customer deposits funds and withdraws them immediately

or within a short period of time.

It differs from the usual assignments at the outlet.

The customer asks about the amount that would require them

to provide an explanation of the origin of the funds.

More detailed instructions on how to detect money laundering and

how to act whenitis suspected can be found in the AML Passport

training and anti-money laundering guidelines.

O
O

MONEY LAUNDERING = an attempt to obliterate the origin
of unlawful assets in order to make them appear legiti-
mately acquired. The aimis to recycle the funds through the

I legalpayment systemin order to disguise the true nature,

origin and owners of the funds.
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Burglary or vandalism

If you observe vandalism or burglary in progress
in the outlet’s area:
If no damage has yet occurred:

Call a security guard or, if necessary, call 112.

Ask the person to stop what they are planning to do, from a
distance. Make it clear that the situation has been detected.
Do not endanger yourself by stepping into a situation,

but handle and monitor the situation from a safe distance.

If damage has already occurred:

Call a security guard or, if necessary, call 112.

Write down the description of the perpetrator and a possible
vehicle.

If necessary, prevent further damage, isolate the area and
guide other customers elsewhere.

Report the incident to your manager or the outlet’s management.

Create a Falcony report, e.g., Burglary, Attempted burglary,
Vandalism or Other damage.

If you notice a previously committed act of burglary or
vandalism when you arrive at the outlet:

Report the incident immediately to your manager,

the police and the security company.

Do nottouch any equipmentused in the vandalism or
burglary that may be left at the crime scene. Do not clean
and do not touch anything at the scene without permission
from the police.

Do not move around the scene. If you notice at the front door
already that something has happened, wait outside.

Do notenter, especially not alone.

If necessary, before the authorities arrive, isolate the scene
using rope, pallets, etc., and write a warning sign:
“Areaisolated, not to be touched”.

Record your observations, traces, any witnesses, personal
description and vehicles present. Take photos, if needed.

Alcohol and drugs

A person under the influence of alcohol or drugs can be
short-tempered and unpredictable.

When under the influence of drugs:

® The person’s behaviouris strange.

® Incoherentspeech, laughter.

® Theeyesare strangely staring, the pupils are dilated or
constricted.

® The persondoes notsmell of alcohol but of medicine or
smoke, for example.

® Paleness, darkcircles underthe eyes.

® Twitchy orangular movements.

If you find drugs or drug paraphernalia at the outlet, you
must report them immediately at 112. Follow the instructions
provided before touching the goods or cleaning the area.

When emptying or cleaning customer spaces or emptying or
taking out trash, always remember that there may be unpro-
tected needles or other sharp objectsin the trash or trash bag.

Working under the influence of alcohol or drugs is strictly
forbidden. If you suspect that a co-worker is working under the
influence of intoxicants, immediately inform the manager or the
person responsible for the shift.

Discuss with co-workers:

[J How can acustomer behavingin a disturbing way be
calmed down?

[J What can make a customer become annoyed?

[J How can | protect myselfin the situation?

[J Howdolcall forhelp?
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Anticipating first aid situations

You should familiarise yourself with the first aid instructions
in advance and practice. First aid skills help to identify the
situation and provide assistance. First aid skills are important
civic skills.
® Instructionscanbe foundinthe outlet’srescue planandin
connection with first aid supplies.
® Inaddition, there are a lot of good instructions and videos
on the Internet, e.g. at punainenristi.fi/ensiapu,
orinthe 112 Suomiapp.

Anyane can
and knows how to

provide first aid. If @
customer or co-worker
is injured or suffers a
seizure, trust yourself
and stay calm!

Find outin advance where

the first aid equipment for your

outlet can be found:

[ Defibrillator

[ Eye wash - especially for work-
stations where chemicals are
handled

[J Wound care

[J Medicines must not be stored in
the first aid cabinets at outlets.
Medication is not part of the general
first aid preparedness!

What to do in the event of an accident,
injury, or medical emergency

1. INVESTIGATE - MAKE AN ASSESSMENT
OF THE SITUATION

2.CALL FOR HELP
In a life-threatening situation or when such
a situation is suspected, always quickly call 112.
[0 Answer questions calmly.

[J Follow theinstructions thatyou are given.

[J Donotendthe calluntilyou receive permission.

Call other staff to help you via radio and a security guard
with the emergency call button. Other customers are also
obligated to helpinan emergency.

3. OFFER HELP AND PREVENT ANY FURTHER DAMAGE
Provide the necessary first aid - call 112 for advice and
guidance.

If there are several helpers the tasks are divided, e.g. as

follows:

[J The1sthelpercalls 112 and provides first aid, focusing
calmly on the patient.

[J The 2" helper fetches a defibrillator and first aid
equipmentif necessary.

[ The 3™ helper guides bystanders away and helps secure
the scene.

[l The 4™ helper guides the ambulance/rescue services.

Also note the following:

[ Isolation of the area with screens, etc.

[J Guiding customer/closing the area.

[J Taking care of the patient’s property.
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Fires

Anticipation:

® Findoutaboutthefire
extinguishers at the workplace.

® Findoutthe emergency exit
locations and exitroutes. Where is
the assembly point?

® Always make sure thatthe emergency exits are clear of
obstacles for your part. Do not place any objects in front of
exitroutes, even for temporary storage.

® Familiarise yourself with the rescue plan and instructions
forafire.

Quick action and vigilance can prevent major damage

If you notice a smouldering, smoking or sparkling object,

try to prevent a fire from starting:

[J Atrashbin smouldering because of a cigarette butt
can be extinguished with a container of water.

[J Anoverheated batteryis placesin a water container
and taken outside.

If you are not sure whether the beginning of the fire or the

smouldering material has been extinguished » call112

In case of a fire alarm

Afire alarmis sounded with fire bells/sirens ringing in the

property. If the property has an automatic fire alarm system, the

alarm will also go to the emergency response centre, which will

speed up the arrival of the rescue services.

® Iftheoutlethasapublic address system connected to the
fire alarm system, an automatic announcement will be
triggered along with the fire alarm.

® Ifthereisnoautomatic announcementatthe outlet, the
staff willinstruct customers to leave the premises with a
manual announcement with a megaphone or using loud
voice.

® Save peoplewho areindanger.

® Those leaving the property are directed to the assembly
point.

® Ifyoucan, performinitial fire suppression.

® Call112 - you can provide valuable additionalinformation to
the rescue services about the seriousness of the situation,
even if the property has an automatic fire alarm system.

® Limitthe fire, beware of smoke - itis toxic. Close the doors
and windows, if possible, to limit the fire.

® Staffand customerswillonly be allowed back in when/if
authorised by the rescue services.

® Ifthefirealarmisfalse, an announcementis made after the
situation.

Battery fire safety and battery fires

® Follow theinstructions for handling different batteries and
battery devices. If damage, heating or expansion of the
battery is detected, stop using the battery and take it out of
the premisesifit can be done safely.

® Ifabatterycatchesfireitcan be very difficult to extinguish
it. The best way to preventignition or turn off the battery is
to completelyimmerse itin water.

® Refertothe battery safety
instructions.

First steps in a battery fire

® Evacuate the facility or
outlet. g

® Call112immediately.

® Ifyoucandoitsafely,
move the battery outside. Or try to extinguish it - however,
extinguishing battery fires can be difficult.

NOTE! Battery fire combustion gases are highly toxic! Do not
enter a smoky space. Wait for the rescue service and be sure
to move people to to a safe smoke-free area.




Taki“g she“er i“side Follow the instructions provided in the emergency warning:
® Toprotectpeople, you may need to take shelterinside

Sometimes the cause of the hazard may be outside the outlet. and close the air conditioning, windows and doors.
® However, you cannot force people to stay inside the out-
Fire producing a lot of smoke, a chemical accident or other let » Communicate clearly about the incidentand try to
hazard in the vicinity: let those who want out through a door that can be opened
® Prepare forthe situations by familiarising yourselfin advance so that as little of the smoke/gas that poses a danger as
with how to close the outlet’s doors and ventilation as quickly possible can getin. Do not putyourself atrisk.
as possible. ® Ifnecessary, putonrespiratory protection.
® Findoutwhere tofind the emergency stop button for the ® Follow the authorities’ follow-up communication.
outlet’s air conditioning. The button can be used to turn off ® Afterthe situation has been resolved, notify the property

the air conditioning of the property in a situation where there maintenance team, who will start the ventilation.
is smoke or chemical gases outside.

External threat of violence:
® Closeandlockallthe doors of the outlet as soon as possible.
Observe the closing mechanism of automatic doors.
® Donotopenthedoorstoanyone else tryingtogetin -you W ;1
cannot know for sure who the person trying to getinis. L
® Calll12. I l
® Instructcustomers and staff who are inside to stay indoors
and away from windows.
® Turnoffthe outlet’s lights.
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Emergency warning issued hy the authorities (e}

The authorities send an emergency warning for an area via

severaldifferent channels:

® Apublic warning signal sounded by a public warning siren.

® Notification with the 112 Suomi app.

® Inthe YLE news watch application and on the websites
pelastustoimi.fiand 112.fi.

® Thewarningisannounced on the radio and displayed on
page 112 of the Teletext service and, if necessary, on the TV
broadcastasrunning text at the top of the screen.




Power failure

Power failure

Anticipation/preparation: There are flashlights and emergency
lights stored at the outlet - see where you can find them.

During the situation:

Stay calm and use the emergency lights

(do notuse matches or candles).

Guide and reassure customers - use public address
devices toreassure and inform customers.

In the store, customers are guided out.

Shopping in the dark and paying at the checkouts
does notwork, so business is interrupted.

Be prepared for the possible increase in theft and
disturbances.

Close the doors and door curtains of the refrigeration
equipment to protect refrigerated products.

Report the matter to property maintenance without delay.
Even if the power comes back quickly, equipment may
malfunction due to the interruption.

The outlet’s emergency power systems

At the start of a power outage, the
property’s battery-powered exit lights
will be on for a while, 20-80 minutes.
The outlet may have an emergency

power system in place that will provide
power for some time to cash registers,
forexample. Close the systems and

devicesinacontrolled manner.

Water damage

Try to stop the leak - if necessary, shut off the water
with the property’s main shut-off valve.

Notify the maintenance service or, in the case of
amajoraccident, call112.

Try to limit damage by drying, diverting the water,

and moving equipment and items to safety.

Inform the staff and, if necessary, the customers about
the water cut-off.

abewep 1938\

Have you already taken partin a safety walk at the
outlet? The safety walk will familiarise you with the
safety issues and technical solutions of the outlet.
It provides the readiness to actin an exceptional
situation.
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Payment cards and payment terminals

For secure card payments and the security of payment

terminals, there is a PCl Passport training. The training is manda-

tory for everyone who handles payment cards, payment card

information or payment terminals in their work. New employees

must participate in PCl Passport training before starting work.

® Checkdaily thatall payment terminals are in place and show
no signs of alteration, such as extra parts or wires, tool
marks, broken parts or missing screws.

The security of card payments:

® Inthe paymentsituation, the customer primarily handles the
card or mobile device themselves. If necessary, you can guide
the customer on how to use the payment terminal. When
guiding the customer on how to make the payment, you must
never ask the customer for their PIN code and enter it on their
behalf.

® Ensurethatthe customer can make the paymentand enter
their PIN code undisturbed.

® Insituationswhereitis not possible toread the card details
from the chip, you must not charge the card by entering the
card numberinto the payment terminal.

Exceptional card payment situations:

® |If,asaverificationresponse, the payment terminal gives the
message “Remove the card”™

® Informthe customerthat you have receivedinstructions to
confiscate the card and that the customer can contact the
bank thatissued the card for further information.

® Onlytake the card from the customer if the situationis not
threatening and you can take the card without endangering
your own safety.

® Ifyoufindthatthe paymentcardis being used by the wrong
person, in connection with anidentity check, for example,
but the payment terminal has notinstructed you to take the

card, the card must not be taken away from the —7%
customer. The card must not be accepted asa '
paymentinstrument, and you need to request the )
customer to use another payment method.

Disruptions related to the operation of payment N—

terminals must be reported without delay to

Assatuki. k
® Assatukiwillinform the outlets aboutthe

scope of the incidentand its end by emailand

via S Group’s internal communications channel.

Security of the handling of
instruments of payment

More detailed instructions on the handling of differentinstru-
ments of payment can be found in the checkout and method of
paymentinstructions.

Checking the authenticity of banknotes or coins:

® Gettoknow the security features of banknotesin advance

and without hurry. You can find up-to-date instructions on

the Bank of Finland’s website. Of the euro banknotes, €20 and
€50 banknotes are the most often counterfeited.

Use banknote authentication devices at the checkout!

If there is no banknote authentication device at the checkout:

Feel > Euro banknotes have a distinct feel. In addition, they

have embossed patterns that are created in a special printing

process.

[J Look atthe banknote againstlight = Awindow with the
image of a face and a watermark, as well as a security thread,
appear.

[ Tiltthe banknote = The face of the Lady Europa appearsin
the translucent window on the silver ribbon, and thereis a
streak of light moving up and down on the shiny green number.
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When examining a banknote, keep it visible to the
customeratalltimes.

If the banknote still looks suspicious oris rejected by
abanknote identifier, tell the customer as subtly as
possible that you doubt the authenticity of the banknote:
“Icannot be sure if the banknote is genuine, unfortunately
we cannotacceptit.”

After reporting the suspicion, ask the customer to make
the payment for the purchases with another banknote/
coin or other means of payment - also perform an
inspection procedure in accordance with the standard
practice for these.

Also, give the customer the opportunity to reverse their
purchase decision.

After payment or after reversing the purchase decision,
advise the customer to take the banknote to the police

or a bank: “You should probably show the banknote to the
police, who can send the banknote for further investiga-
tion.” Do not suspect the customer of counterfeiting, but
apologise for the inconvenience.

If you doubt the authenticity of a coin, proceed as with
counterfeit banknotes.

If the customer so wishes, ask the police to come to the
outlet toinvestigate the suspicion of counterfeiting
togetherwith the customer. In this case, the o
customer needs to wait at the site for the
police to arrive. The money must be in the
customer’s possession.

Fillin a Falcony report of the suspicion.

Secure cash handling at the outlet

® Keeponlythe necessary amount of money at the checkout/in
the cash drawer. The handling of the money must be carried out
ina supervised and careful manner, so thatitis not possible to
steal the money by snatching, for example. Use a safety box pro-
tected with time delay or pneumatic tube transport, if available.

® Lockthecashdrawerevenifyouleaveitforashorttime only.
Take the possible key to the drawer with you. Do not keep
the key in the cash drawer or in the immediate vicinity
of the checkout.

® Inside the outlet, transports take place in a sealed bag or
box through which the money cannot be seen and which is
under constant supervision. Use the most direct route to the
interim remittance, handover and remittance location.

® Cashandremittance counting always take placein
the back room, neverin customer areas.

® Donotleave cashorremittance operations unattended.
Move the cash to the safe immediately.

Transportation of cash from the cash registers and petty cash

at the outlet is always handled by cash-in-transit services:

® Allmoney submitted for transport must be packed in sealed
cash-in-transit bags or packages.

® Whencashishandedovertoadriver, the instructions for
verifying the cash-in-transit driver and the correctness of the
transport must be followed carefully.

Emptying of payment machines, money changing

machines or slot machines:

® Carryoutthe emptying during daylight hours. Avoid emptying
when customers are present.

® Askaco-workertocomewithyou oratleastfollow the
emptying operation through cameras, for example.

® Make sure thatyou have your phone with you.

® Ifyounotice anything suspicious, abort the emptying operation.
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Information security in one’s work

We handle a lot of different information and different infor-
mation systems in our work. Itisimportant that we follow the
instructions and protect the information carefully. More detailed
instructions on information security can be found on sPoint and
inonline training.

Confidentialinformation includes customer and co-op member
information, account, card and creditinformation, applications,
personal and health data, purchase prices, and information
related to security arrangements, information systems, and
cash handling.

When processing information, note the following:

® Useonly applications provided by the employer for
work-related communication.

® Donotdiscussthe aboveissuesin front of outsiders.

® Neverdisclose orleave the information available to third
parties.

When handling papers, note the following:

® Donotleave papersontablesorinaplace where they canbe
accessed by an outsider.

® Printdataonpaperonly when needed.

® Dispose ofthe paperinashredderora secure waste bin

At a computer, mobile or POS terminal, note the following:

® Donotallow outsiders to see information on the workstation
oronthe screen.

® Neverallow outsiders or customers to access the worksta-

tion.

Lock the device every time you leave it.

Never give your username and password to anyone. IT

supportoranyone else does not need it.

® Follow theinstructions on how to store data; forexample,

take advantage of the SharePoint and OneDrive folders
rather than storing on the computer.

® Installdevice and app updates as soon as they become
available. However, do not load any applications on
the work equipment yourself.

® Usetheequipmentonly for work tasks.

® Donotconnectany externaldevices such as USB flash
drives to work devices.

Information security and the use of common sense go hand in
hand. Impostors and scammers often try to rush their targets,
so always take a moment to think before you act.

Phishing is very common and can happen via email, phone, SMS,
or face-to-face. Be on your guard with any strange messages,
calls, orrequests, even if they appear to come from within

S Group or a partner. If you have any doubts, verify the matter by
calling the apparent sender or contact a manager.
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Data protection and the processing
of personal data

ANTICIPATION:

S Group processes a lot of different personal data. Every S

Group employee must complete online training related to data
protection on an annual basis. Itis very important that we handle
the information needed in our work correctly, carefully and in a
secure manner.

® Personaldatacanonly be processed whenitis necessary for
work duties and only to the necessary extent.

® Becarefulwhen processing personaldata. Forexample,
always keep any sensitive documents in a locked cupboard
away from prying eyes. When sending an email, make sure
thatthe message is addressed to the right recipient.

® Donotdisclose orshare colleagues’ or customers’ personal
data without a permission.

® Rememberthatcolleagues’ and customers’ personal matters
must not be unnecessarily discussed with others.

® Alsorememberthatyouare bound by an obligation of con-
fidentiality during and after your employment relationship.
Confidentiality also applies to matters that you have become
aware of by accident.

® Ifacustomeraskshow S Group processes their personal
data, instruct them to visit S Group’s data protection website
at tietosuoja.s-ryhma.fi. If the customer wants to know
how they can access their personal data, instruct them to
logintotheir Suseraccountand read the information about
the co-op member and customer register, go to the website
tietosuoja.s-ryhma.fi, or visit a customer service point.

® Indataprotection matters, you can turn to your manager
or contact the privacy champion in your organisation or S
Group’s data protection officer.

CCTV cameraimage and recordings:

CCTV footage is considered processing of personal data, and
therefore the processing of the images must take into account
the data protection guidelines. No pictures or videos may be taken
of camera footage or recording with a mobile device, and CCTV
videos orimages may not be shared in the internal communication
channelorvia email to the outlet’s staff.

Reporting a nonconformity related to the processing of

personal data and information security:

® Ifyounotice or suspectanonconformity with information
security or data protection, reportit without delay. More
detailed instructions can be found in sPoint.

® Falcony contains forms under the category Data protection
and information security.

A personal data security incident means an event thatresults

inthe accidental or unlawful destruction, loss, alteration, un-

authorized disclosure or access to personal data.

For example:

® Anemailcontaining personaldatais sent to the wrong party.

® Adocumentcontaining personaldatais senttothe wrong
party oris loston the way.

® Anemployee uploads to their computer or sends to their
personal email material containing personal data, which
should be processed using the company’s device,
network, or applications.

® Adevice containing personaldatais
stolen/lost.

® Documents containing personal data are left
visible and accessible to third parties.

® Auseraccidentally gives their AD username
and password to the wrong hands, and an
attacker gets access to email/
OneDrive/SharePoint containing
personal data.
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Harassment

S Group has zero tolerance for harassment and inappropriate
behaviour. The starting pointis a good and open working
atmosphere, where harassment and inappropriate behaviour
are always addressed. No one needs to tolerate harassment or
inappropriate behaviourin their workplace from co-workers,
partners or outsiders. If you face harassment, you have always
right to ask to stop immediately!

Itis everyone’s responsibility to act responsibly and intervene
whenever they detect harassment orinappropriate behaviour.
All situations must be reported to the manager and areport
must be made in Falcony. Managers and the company’s HR are
responsible for clarifying and handling situationsin accordance
with the company’s operating model.

Each S Group company has defined and confirmed an
operating model for the after-care of incidents. For more
information on your employer’s instructions, visit your
employer’s sPoint pages or ask the contact persons for
occupational health and safety.

After-care

IMMEDIATE DEFUSING = a brief conversation immediate-
ly after the event or at the end of the shift at the latest.

DEBRIEFING = a group session led by a professional,
where each participant, if they wish, goes through their
own view of what happened and the emotional reactions
it provoked.

Different emotional reactions following an accident, hazard
and threat are common. Often there are also physical sen-
sations, such as difficulties with sleeping and concentration,
sweating, various aches and pains, or loss of appetite.

In a traumatic situation, each of us reacts differently. Recovery
from the situation and the healing process are always individ-
ual. The situation can also cause reactions even if you were not
involved in the acute situation. And thisis all right!

The employer will take care of the after-care arrangements.
If you are even slightly unsure, you can always contact your
manager and, if necessary, occupational healthcare and the
occupational safety contact persons at your workplace.

Discuss the incident with your manager and co-workers and
give yourself time to recover. Accept the crisis assistance
offered to you.
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Reporting nonconformities and incidents

S Group has a crisis management operating model in place.
This means thatif a serious incident or exceptional situation
takes place at the outlet orin the operations, the management
of the cooperative or company will take care of the measures
required by the situation, media contacts and the coordination of
after-care.

When any serious incident occurs at the outlet, persons

are seriously injured or business is interrupted, the outlet’s
management must be notified immediately (24/7) by phone. At
large outlets, the notificationisin practice made by the person
responsible for the shift.

> Make sure that you know in advance who to call about the
situation (e.g. group manager, hotel manager, business director).
Save the phone number to the outlet’s shared phone and, if
necessary, toyour own. Itisimportant toinform the management
of the cooperative or company about a serious event as soon as
possible.

Media contacts or social media in an exceptional situation:
Whatever happens at the outlet, keep in mind that the outlet’s
staff may never comment on an exceptional situation externally
to the media or on their personal social media, for example. =
Media representatives are instructed to contact the outlet’s
manager.

If you are off duty and you hear that something has happened at
the outlet, wait for an official notice bulletin or go to work at the
scheduled time on the shiftlist. In case of serious incidents, the
outlet’'s managementinforms the personnel as soon as possible,
if necessary. Follow the agreed information channels of the
outletin Workvivo, for example.

Ensuring safety

The outlet’s policies and knowing your workplace form the
foundation for all safe operations.

Know your working environment and safety-related matters:

® E.g.escapeandexitroutesand the location of emergency
buttons and first aid equipment.

Always keep cleanliness and order at a good level.

Ensure that the exit routes are always unobstructed and open.
Observe the working environment.

Actively respond to nonconformities.

If the situation you observe poses a danger to others,

prevent further damage:

Repair or clean up the cause of the hazard yourself if you can.

® Reportanyrepair needs tothe manager or maintenance service.

® Usetools, machines and equipmentasinstructed.

® Actinaccordance with the rules and work
instructions of the workplace.

Also keep ergonomics in mind:

® Pay attention toworking positions and
ergonomics. This way, you can cope
better both today and tomorrow.

® Usingtherighttools and equipment
prevents accidents from occurring and
helps you to cope better (e.g. trolleys,
lifts and work gloves).

Always report any near misses and
nonconformities you observe: S Group uses
the Falcony reporting system. Instructions on
B howtousethe system can be found on sPoint.

K}ajes Bulansuzy
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Safety induction checklist

During or at the beginning of the first shift:

[J The outlet’s safetyinstructions (found on the notice-
board).

[J The location and operation of telephones, radios and
emergency buttons.

[J The address of the outlet and how to direct authorities to
the sitein case of an emergency.

[J The locations of the first aid and fire extinguishing
equipment closest to your workstation.

[J The location of and routes to emergency exits and the
assembly point.

[ Safe use of the machines and equipment needed for your
work tasks.

[J The use of protective equipment necessary for the work
tasks, as well as safety instructions for chemicals.

[J Online training required for the work tasks completed.

During the first week or month:
[J Safetywalk atthe outlet.
[J The outlet’s safety instructions.
[ Rescue plan.
[ Actions and phone numbers for exceptional
situations.
[J Interaction with visitors and other external parties.
Opening doors and the keys.

[J Reporting safety incidents, observations, and near misses.

[0 The Falcony nonconformity reporting system,
studied the use and a testreportin Falcony
completed.

Occupational safety:
[J Safe use of machinery and equipmentused in
the workplace and at work.

[ Safety data sheets for chemicals and the appropriate protective

equipment.
[J Occupational healthcare - contactinformation and
what to doif you get sick or need help.

Other important outlet-specific matters/according

to work duties:

[J Food self-monitoring plan (if you work with non-packaged
food products).

[J Tobacco sales guidelines and self-monitoring plan (if you

work ata checkout or at arestaurant that sells cigarettes).

Self-monitoring plan for the serving of alcoholic beverages

(e.g. serving atarestaurant).

Safety instructions for fuel sales (ABC outlets).

Forklift driving licence.

Operation of the CCTV system.

Operation of product protection gates.
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The outlet’s safety responsibilities - who to ask for more

information:

[J The occupational safety organisation and the closest
occupational health and safety contact person.

[J I'have completed safety training and other online training
required for the work. (Online training for S Group personnel
on Workday. Others: you will get more instructions from
your supervisor.)

Supervision of express checkout areas/self-service checkouts.
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For more information on safety matters:

® Your manager andthe outlet’'s and company’s safety
and occupational safety specialists

The rescue plan of your outlet

The outlet’s safety instructions (on the noticeboard)
The STurva portal - short videos and instructions
concerning safety

sPoint

Workvivo S Group / the “Have a Safe Day” space

Report safety near misses and
incidents to Falcony.

The guide has been produced and published by:
SOK Risk Management
The guide isintended for use by those
working at S Group outlets

Illustrations: Linda Saukko-Rauta, Redanredan Oy
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