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MONEY LAUNDERING

Money laundering aims to obliterate the origin of criminal assets in order to make
them appear to be legitimately acquired. The aimis to recycle the funds through the
legal payment systemin order to disguise the true nature, origin and owners of the
funds.

Money laundering is an integral part of economic crime and the grey economy, and
often also part of organised and international crime.

YOU CAN COMMIT MONEY LAUNDERING BY

receiving

using

converting

turning over

transferring

passing onor

® possessing

funds acquired as a result of a criminal offence in order to gain benefit for yourself or
foranotherorto obliterate the criminal origin of the funds.

The key is that you know or suspect that the funds have anillegal origin, and yet you
take the above actions.
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THE STARTING POINT FOR IDENTIFYING
MONEY LAUNDERING IS KNOWING THE
CUSTOMER

One of the benefits for co-op members using S-Bank services is the broad opportunity
to make withdrawals and deposits at checkouts with the S-Etukortti Visa card.

ONCE THE CUSTOMER INFORMATION IS IN ORDER, CASH
TRANSACTIONS ARE POSSIBLE AT THE CHECKOUT

Customers can withdraw or deposit up to 200 euros in cash at the checkout, oreven
more, depending on the location. During one calendar month, a customer can make 1
to 5 cash deposits up to a maximum of 1,000 euros in total.

e |fawithdrawal or deposit fails at the checkout, the reason may be that the
customerinformation has not been updated or the customer has already made the
maximum amount of deposits at the checkout during the current calendar month
(5 deposits orthe total amount of cash depositsis EUR 1,000).

e The customer can make withdrawals in accordance with the checkout situation;
however, the customer promise is EUR 200 atany one time.

e The paymentterminaldoes notgive the reason for the failure of the transaction. In
these situations, direct the customer to the customer service desk.

WHEN TO SUSPECT MONEY LAUNDERING

When...

e acustomer makes several deposits within a short period of time. The deposits can
be large or small

e the age of the depositor raises concerns given the size of the deposit

e acustomerdeposits funds and withdraws them immediately or within a short
period of time

e jtdiffersfromthe usualassignments atthe location

e acustomerasksaboutthe amountthat would require them to provide an
explanation of the origin of the funds.

WHAT SHOULD | DO WHEN | SUSPECT MONEY LAUNDERING

e |demand an explanation of the origin of the funds.
e |reportsuspected money laundering.

e |refuse to make the deposit.

e |reportthe customer’'s abnormalbehaviour.
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EXPLANATION OF THE ORIGIN OF THE
FUNDS

When suspicion of money laundering arises, you should ask the customer to complete
the explanation of the origin of the funds.

Itis an explanation given by the customer of the origin of the deposited funds.
The amount being deposited does not matter.

You can ask the customer to complete the explanation of the origin of the funds,
even if you do not suspect money laundering.

HOW DO | ASK ABOUT THE ORIGIN OF THE
FUNDS?

Ask “where do the funds come from?” and advise the customer to complete the
explanation of the origin of the funds.

Do notask the customer leading questions.

Observe the customer’s behaviour and body language.

Listen to the customer and pay attention to the details.

Be consistent and do not get provoked - you are a professional.

Assess whether the explanation of the origin of the funds provided by the customer
isreliable. Does the answer give a clearidea of where or whom the funds come
from?

The explanation of the origin of the funds is primarily required at the checkout
when the customer makes a deposit within the limits, i.e. max. EUR 1,000 per
month or 5 times a month.

If the limits have been metand in challenging situations, direct the customer, if
necessary, to the customer service desk to make the deposit and complete the
explanation of the origin of the funds.
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REPORT OF SUSPECTED MONEY
LAUNDERING

If you legitimately refuse to accept a cash deposit, itis appropriate for you to submita
report of suspected money laundering for the case in question.

Do not tell the customer or colleagues that you are submitting a report of
suspected money laundering.

e Areportof suspected money laundering is not a police report, but only a suspicion
that the customer’svisit has been abnormal.

e Rememberthat you have the right and obligation to refuse, for example, to accept
cash deposits if the customer has not been able to provide sufficient explanation
of the origin of the funds.

Do not consider the threshold for reporting suspected money laundering to be too
high. A good rule of thumh is to report every time you think ahout submitting it.

Report suspected money laundering at least in the following situations:

e Acustomerrefusestocomplete the explanation of the origin of the funds. Please
note thatin this case the cash deposit will not be accepted.

e Acustomerrefuses todepositthe funds due to the obligation to provide
explanation of the origin of the funds.

e (Onceyou have reported money laundering, you do not need to do anything.
The bankis stillworking onit.

e Please note thatamoney laundering reportis a message that you suspect money
laundering. In this case, the customeris not automatically charged with money laundering.

A REPORT OF A CUSTOMER’S ABNORMAL
BEHAVIOUR

¢ [fyouhave the customer’sinformation, report suspected money laundering as instructed.

e |fthe customerrefusestocomplete the explanation of the origin of the funds and
leaves the premises unidentified, you should report the customer’s abnormal
behaviour to STurva.

¢ Note! The STurva report must notinclude any information about a possible
money laundering suspicion. Thisis not a report of suspected money laundering,
but only areport of abnormal behaviour.
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WHERE CAN I FIND THE REQUIRED FORMS
AND HOW DO | PROCEED WITH THE
COMPLETED FORMS?

Allforms can be found electronically in sPoint.

Forms for the explanation of the origin of the funds can be printed for the checkoutisland.

The explanation of the origin of the funds completed by the customeris sentto the

cooperative office, where the reportis recorded on the electronic form.

e Pay attention to bank confidentiality and data protectionissues related to the
storage and forwarding of the form.

e The customer mustsign the form, after which the formis archived.

¢ The form should not be discarded even when the case has already been recorded
inthe system.

A report of suspicion must be made in sPoint.
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HOW TO COMPLETE A BANK
TRANSACTION CORRECTLY AT CHECKOUT

e |canidentify the customer from avalid identity card approved by S-Bank.

I make a withdrawal or deposit.

| pay attention to possible money laundering.

| ensure that bank confidentiality is kept.

| do not serve my immediate circle or myself in cash transactions.

| serve the customer personally and do not accept authorisations.
Quickinstructions can be found in sPointand can be printed out for the checkout.

Bank confidentiality in a nutshell:

Bank confidentiality covers all the customer’s financial and personal matters.
Information subject to bank confidentiality should not be shared with others, not
even colleagues.

Definition of the immediate circle:

- Current or former spouse

- A person’s own and their spouse’s children, parents, siblings and grandparents
- Close relatives

- Other close persons, such as friends.
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RECAP: HOW TO PROCEED WITH
THE EXPLANATION OF THE ORIGIN OF
THE FUNDS

| ask the customer ahout the origin of the funds

Does the customer give an explanation?

YES YES NO NO

The explanationis @ The explanationis | refuse to make Inthe case of
acceptable and| acceptable and| the deposit and an unidentified
make the deposit. @ make the deposit, § submit a report of customer,
but my suspicion suspected money e.g.whenthe
arises afterwards laundering as customer leaves
-> well as a report the premises, |
| submit a report of of abnormal submit a report
suspected money hehaviour. of the customer’s
laundering. abnormal
hehaviour
in STurva, if
necessary.
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PROOF OF IDENTITY APPROVED BY
S-BANK

CASH DEPOSITS AT CHECKOUT

From 1 January 2021, the following proof of identity is accepted for cash deposits (the
tocument must be intact and valid):

DASSIJORT

Standard passport, service
passport, diplomatic passport,
seaman’s passport ortemporary
passportissued by the Finnish
authorities.

e Standard passport, service pass-
portordiplomatic passportissued
by an authority other than the
Finnish government authorities.

it
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IDENTITY CARD —— -
e Astandard, not-for-travelidentity HENKILOKORTTI - IDENTITETSKORT - IDENTITY CARD B

card foraminor or a foreigner
issued by the Finnish authorities,
oratemporaryidentity card issued
to a Finnish citizen.

e Anidentity cardissued by the el 01011995 010195-112K

authoritiesin the EEA, Switzerland _ B2 3032003 13032008
or San Marino as a travel ) FIN S Vitea Shcionn Tount pioonon
document (does notread “not for

travel”in any language).

” You can see more detailed pictures of the documents in PRADO:
https://www.consilium.europa.eu/prado/fi/prado-documents/FIN/index.html
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CASH WITHDRAWALS AT CHECKOUT

From 1 January 2021, the following proof of identity is accepted for cash withdrawals (the
tocument must be intact and valid):

DASSDORT

Standard passport, service
passport, diplomatic passport,
seaman’s passport ortemporary
passportissued by the Finnish
authorities.

e Standard passport, service pass-
portordiplomatic passportissued
by an authority other than the

Finnish government authorities. XAT0007137F IN9S01016F2803135010195€112X€€<96

IDENTITY CARD

A standard, not-for-travelidentity
card foraminor or a foreigner

SUOMI = FINLAND wow
HENKILDKORTT| - IDENTITETSKORT « IDENTITY CARD

SL: - (PR

issued by the Finnish authorities, SFECIMENTHi\!E\L

oratemporary identity card issued f‘ >

to a Finnish citizen. SEE
e Anidentity cardissued by the \m:m N

T -
] 01.01.1995 010195-112X
MSLTITAE (Y A - BTN )
13.032023 1

authoritiesinthe EEA, Switzerland
orSan Marino as a travel
document (does notread “not for
travel”in any language).

litna. Spsmee Taant. 1000084

For cash withdrawals, a (plastic)
driving licence or a temporary identity St 2Ll KORKORT
card issued hy the Finnish authorities S o
after 10ctober 1990 is also accepted.

e Please note: Notaccepted
if the driving licence has a
special condition 70 + three-
letter country code (the driving
licence has been changed from
aforeignlicencetoaFinnishone
withoutidentity verification) or 71
(duplicate).
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SANCTIONS

WHAT ARE SANCTIONS?

Sanctions are a means for states and international institutions (suchasthe EU or
the UN) to influence the policy or actions of another state or group of people that are
considered to threateninternational peace and security.

SANCTIONS AND FREEZING DECISIONS — WHAT ARE THEY?

Individual/entity sanctions

e |ndividual sanctions target persons and entities (travel bans and asset freezing, i.e.
sanctions lists).

e Asarule, personslisted on sanctions or asset freezing lists are prevented from
accessing banking services.

Sectoral sanctions

Sectoral sanctions target certain types of activities:

¢ Financial sanctions, such as prohibitions on financing, investment activities,
banking services and banking operations (SWIFT restrictions).

e Exportbans and restrictions on, for example, high-tech activities, dual-use
goods, weapons, ammunition, oil refining and natural gas liqguefaction, as well as
Member States’ currencies and revenue-generating products (such as oil, gas and
diamonds).

e Importbans and restrictions on, for example, revenue-generating products such
asoilandgas.

e Service prohibitions and restrictions on, for example, IT services, accounting,
financial statements services and the maintenance of products that are subject to
an export ban.

National asset freezing decisions

e Finland’s national list of freezing decisions -> do not constitute actual sanctions.
Asset freezingis based onthe Acton the Freezing of Funds with a View to
Combating Terrorism (Freezing Act). The list of asset freezing decisions is
commonly referred to as the “NBlI freezing list” (National Bureau of Investigation).
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WHAT IS THE PURPOSE OF SANCTIONS?

Among other aspects, sanctions are used to stop products, services or other
resources being delivered to the parties subject to sanctions, and thereby to hinder or
stop the actions of these parties.

Who is required to comply with sanction regulations?

Compliance with the sanction regulations in Finland imposes a wide range of
obligations on both private individuals and legal entities such as companies.
Companies, associations and other organisations may be held liable for violations
of sanctions. Itis particularly important for the management of these to ensure
regulatory compliance.

S GROUP AND SANCTIONS

Compliance with sanction regulations is mandatory for everyone. Sanction
regulations are mandatory regulations, and compliance cannot therefore be based on
risk-based discretion.

Sanctionsimposed by the EU and the UN must be observed at S Group as they stand.
In addition, financial agreements, for example, obligate S Group to observe sanctions
imposed by the United States and the United Kingdom.

In consumer sales, there may be instances where the evasion of sanctions becomes

aconcern. ltisimportant to identify suspicious orabnormal purchase transactions
with respect to sanctionsas well.
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Sanctions affecting cash transactions at checkouts

The sector sanctions currently in force prohibit the acceptance of deposits from
citizens of Russia or Belarus, as well as from persons residing in Russia or Belarus, if
the total value of the customer’s deposits exceeds EUR 100,000.

Therestriction does notapply to persons who additionally possess citizenship ora
residence permitinan EU or EEA country or Switzerland.

Due toregulatory requirements, checkouts must always verify in connection with
deposittransactions that Russian and Belarusian citizens hold a valid residence
permitora Finnishidentity card. As checkout points do not have access to customers’
account holdings, S-Bank ensures that the EUR 100,000 threshold is not exceeded
through deposits.

There may he attempts to circumvent sanctions

Attempts to evade sanctions may involve purchasing products that cannot be
obtainedin the sanctioned country or whose export to that countryis prohibited.
Such products may include various dual-use items (products that can be used for
both civilian and military purposes), export-restricted products and different types of
electronics.

The key is to recognise suspicious shopping behaviour:
e Purchasingwithcash
e Purchasing an exceptionally large number of items, such as electronics:
- communication equipment
- home electronics
- drones
- vehicles.

FOLLOW THESE STEPS IF YOU DETECT AN ATTEMPT TO CIRCUMVENT SANCTIONS

Follow the guidelines provided for clarifying the origin of funds and
reporting suspected money laundering.

Also report the suspicion through SFalcony - Suspicious payment
transaction. In the description, mention that you suspect the evasion
of sanctions. Ensure that SOK Risk Management is included in the
distribution (riskienhallinta@sok.fi).
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